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EDITORIAL
Greetings all,
Some things are more welcome than others, all summer here in Albuquerque - we had no rain then boom!....
the early 8 inches of snow was most welcome.
With so much going on at this time of year, especially this year we hope that you have had a somewhat
decent year despite the SARS-COV2 virus. There is some good news related to the PDH requirements
that has been mentioned by Matt Norman in his last Presidents Angle for this year. Matt will be moving
back down the ladder to make place for Darryl Coster for next years adventure. All the best Matt! We wish
Darryl well with next years endeavors and stand by to help him along the way.
Thanks to all the usual contributors to this edition. We are most grateful to Earl Burkholder. Thanks to
Andy Ebb for some very good photos and short stories. It looks like the students are busy studying away
and getting along with the online setups that are well presented by the faculty of the learning institutions.
Thank you to James Lyons of R. J. Dean and Associates for some well times and very useful information
regarding insurance matters. To our advertisers we also extend our gratitude for their involvement with
NMPS. We have a few new sustaining members for which we are most grateful for as well.
And another thank you to Sal Vigil for bringing to our attention to some of our members who have passed
on.
We are always on the look out for more submissions, as it gets harder and harder to make this a worthwhile
newsletter.
Good luck to Amanda who has been showing a busy online presence on social media and together with
many others getting the diversity in surveying word out.
Here's to a better year next year, keep safe and healthy.
Best wishes, Barry
Front and back cover:
Armando Haynes with CSTi construction staking in
Las Cruces at NMSU I-25 Bridge.
Photos sent in by David Acosta.
Editorial Policy

Benchmarks is Accepting
Paid Advertising
The advertising rates are:
Full Page Ad .... $100
1/2 Page Ad .... $75
1/4 Page Ad .... $50
Business Card .... $20

Benchmarks is published bimonthly by New Mexico Professional Surveyors. Unless copyrighted, articles may
be reprinted in other professional publications provided that proper attribution is made to the author and to this
publication. All submissions are welcome and should be made directly to the editor at barryphillips.pls@
gmail.com. Submission of an article does not guarantee publication. We reserve the right to edit all submitted
material, and no material will be returned. The opinions expressed are those of the author and are not necessarily
those of NMPS, its officers, members, or associates.
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President’s
Angle
Matt Norman, PS
(2020 NMPS President)
October 2020

Greetings NMPS Members and Fellow Surveyors,
Maybe my favorite season of the year Fall is now upon us, the weather is cooling off, pesky lawn
maintenance is all but done, minus the leaves, and Surveying appears to be consistent for most. My
small company has had a comfortable steady pace of work, albeit not as fast paced as before the recent
pandemic and oil filed crash, but we can’t complain. In my past experience an election year and the
holidays tend to slow things down for a bit, which can be a good thing and welcomed for some
however, things always seem to pick up afterwards.
The last NMPS Board of directors meeting was held via Microsoft Teams onAugust 29th where we had
a pretty good attendance. Old and New Business was addressed as usual, discussions continue to evolve
on how to best handle things such as the conference, awards, budgets and membership participation.
Different suggestions and ideas are normally given and we continue to do our best to address things with
an open mind as things progress in these unique times. I’m sure you all recently read the informative
email and notice that Bill Stone will be retiring and the useful links that were provided regarding
the NGS/NOAAnew datum delayed release. There was also a useful link to the “GPS on Bench Marks”
site requesting users input, which will ultimately benefit us all. A recent email regarding some relevant
PDH requirements was also sent to the NMPS members, where Perry Valdez with the BOLPEPS
answered some of our questions. Keep an eye out for those correspondence and feel free to contact me
at mdnsurveying@hotmail.com if you have any questions or did not receive it.
I hope you all are doing well and that business is booming!
Respectfully,
Matt Norman. P.S.
NMPS President
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Save $500 on the
New Mexico RTK Network!
AllTerra is proud to present RTK correction services in New Mexico! The AllTerra RTK
Network now has coverage throughout the Permian Basin in southeastern New Mexico.
Use your R12, R10, R8, Geo7, R2 or R1 and receive RTK corrections without a base.
Leave your base receiver in the truck and enjoy the freedom of Network corrections.

Subscribe TODAY at 50% Off and lock in
$500 annual savings for life.
Call 281-885-1501 to sign up!

Not Sure? Request a FREE 1-WEEK TRIAL
at allterracentral.com/rtknet-nm
© 2020, AllTerra Central

allterracentral.com
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Benefits of a Surveying Manual of Practice
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Investigating the role and defining a model for handling 3-D geospatial data that exploits
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effectiveness
of “those who get the job done” – that is, involving and getting “buy-in” fromand
technicians.
of “those who get the job done” – that is, involving and getting “buy-in” from technicians.

I can relate specifically to the need for established procedures to be used by survey technicians for
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1. During the 1970s I worked in the Survey Section of Commonwealth Associates, Inc., a mid-sized
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disloyalty. A lot could be said about those larger issues. The focus of this article is detail/execution.
2. At any one time, we had multiple crews on multiple projects in multiple states. One of the best
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Polaris observations with a Wild T-3 theodolite on a nuclear power plant site in Wisconsin.
Polaris observations with a Wild T-3 theodolite on a nuclear power plant site in Wisconsin.
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3.

Ground control for photogrammetric mapping
constituted a large part of what we did.
Preparing easement documents and staking
tower location for construction were also
significant activities. Mohammad Reza Pahlavi,
the Shah, was in power in Iran in the 1970s and
Commonwealth Associates had design and
construction management responsibilities for
1,000 km of high-voltage transmission line in
Iran. No problem - remember, Commonwealth
can do anything. Well, consider that, due to
politics, it was impossible to get an aerial
mapping camera into the country much less to
put it up in an airplane to take pictures. Yes, the
plan and profile documents needed to be
developed from on-the-ground surveys and the
timeline for completion was tight. A mapping
subcontractor from England was hired for the
job. With Commonwealth’s international
reputation on the line, quality control on all
aspects of the project was very important.

I had no involvement in selecting the subcontractor, but I was dispatched to London for a week in
January 1978 to review and evaluate the capability/performance of the subcontractor. I was
“pumped” and pretty cocky by the assignment and probably did a poor job of hiding it. But I was
overwhelmed by the hospitality of my hosts, by their technical capacity, by their work ethic, and by
the impressive workflow utilized on the project. All observations were booked onto paper tape,
flown to London (or via teletype?), and computer processed to produce the plan/profile documents
(remember, this was the mid-late 1970s before internet and GPS). I was quite humbled by the whole
experience. Oh yes, that is where I experienced my first taste of escargot, enjoyed a tour of the
London Boat Show, and embarrassed my host by ordering a glass of milk to go with my spaghetti
lunch one day. I guess you just don’t do that in an English pub. The “moral” of all this . . . there is no
substitute for doing a good job right.
4. Yes, much of the foregoing philosophy can be covered in a basic document. Nominal benefits can
accrue even with a modest level of “standardization.” But, greater benefits are to be realized from
participation and buy-in from top management, from middle management responsible for
developing/implementing the policies, and from the technicians who enjoy the luxury of knowing
what is expected of them and knowing where to get answers when unexpected circumstances arise.
Many companies have at least “informal” procedures in place and that is commendable. May I share
additional comments that may or may not be conducive to “smoother operations”? In my opinion,
technicians are, by and large, quite competent and take pride in doing a good job well - especially
when they understand the big picture and recognize the contribution of each team member in
achieving the stated objective. Resorting to rote operations can be counterproductive and
demoralizing. That can be the difference between performance specifications and detailed
specifications. A roofing contractor may function well using detailed specifications, but performance
specifications are more closely aligned with professional services.
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My comments are directed to the complexity of the task and the level of competence needed to do
a good job right. Acknowledging the talent and effort needed to develop the models for handling
spatial (survey) data, there is no task that (given unlimited time and money) cannot be
accomplished. Many professionals take great pride in those achievements – even going back
hundreds of years. The rub is that, with the advent of the digital revolution, the assumptions and
models need to be revisited. That statement might be heresy but let’s stick with it a bit.
What is the role of a model and why does that matter in spatial/geospatial practice?
In the past 200 years mathematicians, geodesists, and scientists have solved problems related to
geometrical geodesy and the accuracy thereof. The models work and many important engineering
projects give evidence of their successful application. The question now is, ‘how can we justify
continued emphasis on 2-D mapping models to handle 3-D data?” We can and must do better!
5. I have been a fan of conformal mapping for nearly 50 years. As an undergraduate at the University
of Michigan, I worked for Professor Ralph Berry on the Skew Orthomorphic Projection that he
designed for the Michigan Geo-Ref System. He asked me to develop an algorithm (it was primarily
interpolation) to compare digitized positions of geodetic control monuments as plotted on USGS 7 ½
minute topographic maps with the published geodetic positions. The digitized monument positions
were “calibrated” by digitizing the known latitude and longitude on each of the four corners of the
map sheet. With that information, the digitized latitude/longitude of the plotted control monument
were converted to GEO-REF plane coordinates (Berry provided the algorithm for the orthomorphic
projection). That gave a unified plane coordinate system for the entire state with a scale factor on
the central axis of 0.9996. The Michigan Department of Natural Resources implemented the GEOREF system as shown in the following link. See specifically pages 4 and 5.
https://www.michigan.gov/documents/DNR_Map_Proj_and_MI_Georef_Info_20889_7.pdf
Yes, the results are very beneficial for that particular application. My point is that the complexity of
the underlying conformal mapping mathematics, especially for the oblique Mercator projection, can
be quite daunting. I used the algorithm provided by Professor Berry, but the serious student of the
oblique skew orthomorphic projection should, among others, reference a PhD dissertation from The
Ohio State University.
https://etd.ohiolink.edu/!etd.send_file?accession=osu1486647101628433&disposition=inline
Other sources such as Snyder’s Projection Manual 1395 also deserve consideration. The point is that
very talented persons have developed rigorous mapping procedures that work. Although the
complexity of conformal mapping equations can be an obstacle for many spatial data users, the
“fallback” position for many (including me) is to rely on the work of previous professionals by
programming the equations they derive. For example, T. Vincenty, former Geodesist at NGS,
summarized the mapping equations for inclusion in NOAA Manual NOS NGS 5. I have spent
considerable time studying the skew orthomorphic equations and I am happy to rely on the
Vincenty version of those mapping equations. He provided to me a personal copy of his summary
(dated 31 August 1984) of equations used in NGS Manual 5.
Specific points include. . .
3

summarized the mapping equations for inclusion in NOAA Manual NOS NGS 5. I have spent
considerable time studying the skew orthomorphic equations and I am happy to rely on the
Vincenty version of those mapping equations. He provided to me a personal copy of his summary
(dated 31 August 1984) of equations used in NGS Manual 5.

Benchmarks - November 2020
Specific points include. . .
 Technicians and “data collectors” can do a better job if they know (or have the opportunity
to understand) the underlying “rules of the 3game.” A survey guide can be a valuable tool for
routine operations. Admittedly, modern practice includes many “black box” operations.


Map projection models are strictly 2-D, but modern measurement systems routinely collect
3-D digital spatial data. The 3-D global spatial data model (GSDM) is all-encompassing and
accommodates modern measurement. The best model is the one that is both simple and
adequate – see http://www.globalcogo.com/simple.html.



The GSDM equations are all “simple” by comparison to the derivation of conformal mapping
equations – e.g., see the OSU PhD dissertation linked above. By comparison, the most
difficult equation in the GSDM is the iteration for converting X/Y/Z to phi/lambda/height.



Low-distortion projections (LDPs) can be used very beneficially – I’ve done it. However, the
conversion algorithms and data reduction procedures have a history of serious misuse by
those who fail to understand even some of the fundamentals involved – see Appendix C of
the Purdue Master’s Thesis in 1980 - http://www.globalcogo.com/EFB-Thesis-1980.pdf



The LDPs being proposed for use with the 2022 reference frames have understandable
benefits. However, the underlying algorithms need careful evaluation, justification, and
discussion prior to being declared “official.” For example, there is no need for the proposed
LDPs to be conformal – see . . .
https://ascelibrary.org/doi/10.1061/%28ASCE%29SU.1943-5428.0000295



People who are responsible for collecting, processing, analyzing, and displaying spatial data
can enjoy a greater level of competence and achievement without relying on “black box”
algorithms. But, I too rely on “black box” equations - http://www.globalcogo.com/A96.pdf



The GSDM provides a convenient way to establish, track, and use standard deviation
information. Spatial data accuracy is an important concept for all spatial data users – see for
example http://www.globalcogo.com/EFB-SaGES-ALTA-NSPS.pdf



Undoubtedly a transition will take time but, with the goal of making efforts of technicians
more efficient, implementing the GSDM can offer immediate benefits. Twelve projects
showing benefits of using the GSDM include www.globalcogo.com/3D-projects.html.



NGS has revised the timeline for publication of the modernized NSRS. “Doing it right” is
essential and budget restrictions are a given – hence the schedule suffers!
https://www.ngs.noaa.gov/web/science_edu/webinar_series/delayed-release-nsrs.shtml



Given the elegance and simplicity of solid geometry equations, ECEF coordinates will
eventually supplant latitude/longitude/height as the primary computational basis for
geometrical geodesy and local Δe/Δn differences will replace state plane coordinates.



NGS is to be commended for developing and promoting excellent science and geodesy. But
isn’t it also true that some of the underlying models need revisiting? See –
www.globalcogo.com/digital-future.pdf. Δ
4
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Special Edition
June 24, 2020

Professional Liability A/E Risk Review

Conducting Site Visits in a Public Health Crisis
The following material is
provided for informational
purposes only. Before taking any
action that could have legal or
other important consequences,
speak with qualified legal and
insurance professionals who can
provide guidance that considers
your own unique circumstances.
A public health crisis can upend
the way design professionals’
practice many of their
responsibilities. You may need to
rethink how to safely perform
your work while still meeting the
obligations of your professional
services agreements.
In a public health crisis, many
states and provinces might issue
far-reaching orders that shut
down construction projects
except for those deemed
“essential”—a term that might
include everything from critical
infrastructure and hospitals to
low-income senior housing.
Some municipalities might issue
even more stringent restrictions.
In the midst of these many
regulations, you may have to
shift your strategies for
conducting site visits, depending
on whether the project is

deemed essential, and taking
into account your ability to staff
a project with employees, travel
restrictions, proper hygiene,
social distancing and other
precautions being implemented
at the jobsite.
Adequate personal protective
equipment and training
Regardless of whether a project
is deemed essential or a shelterin-place order has been lifted,
design firms need to develop
guidelines for keeping their
employees healthy and safe.
Before visiting the site, obtain
any written criteria for site visits
from the contractor as well as
the most recent version of the
project safety plan. If your
guidelines are in general
agreement with the contractor’s
criteria, then the site visit can
proceed. However, if the
contractor isn’t enforcing its
own site visit criteria or the
procedures are inconsistent or
lacking, then give your employee
the option of refusing to visit
until enforcement is in place or
defects in the project safety plan
are remedied; make sure to
communicate this to your client.

1

Here are some
recommendations on healthy
and safe practices:

Supply employees
involved in site visits with
the appropriate personal
protective equipment
(PPE), which may include,
depending on the nature
of the crisis, not only the
customary hard hat, eye
protection, gloves and
boots, but also a face
mask. Another PPE option
is an extra layer of
clothing to be removed
and bagged following the
visit. Employees
conducting site visits must
comply with all safety
requirements in the
contractor’s project safety
plan and use that plan as
a starting point for the
level of protection to use.


Train employees in the
proper use of PPE, how to
correctly social distance—
again, if appropriate to
the crisis—and how to
recognize obvious
symptoms of illness,
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whether in themselves or
other workers at the site.
Implement a travel
policy that defines which
trips are essential and for
which employees. You
may need to instruct
employees to travel to
and from jobsites in
separate vehicles and, if
it’s recommended, to
refrain from shaking
hands with anyone.

Non-essential projects with
ongoing construction
Your firm may be asked to
provide construction
observation services on active
projects that are either
nonessential (as defined by your
firm and/or government
authorities) or fall within a gray
area. If you feel the conditions
are unsafe or illegal or might
place your firm in ethical peril,
you should refrain from going. In
other situations, your firm may
want to help your client but may
not know how to determine if a
project is essential. Consider
sending your client an email
asking whether the project is
deemed essential and put the
burden on them to respond.
Also try to obtain a letter or
email in advance from your
client that documents the
client’s request for your firm’s
site visits and travel.
Inform your client that your
services will be contingent upon
your ability to provide a safe
working environment for your
employees, and that if you’re
ordered to leave the jobsite by
any law enforcement or
governmental authority, you’ll
comply immediately. Consider
amending your professional
services agreement to reflect the

fact that you may not be able to
provide services as originally
intended due to the crisis.
If you believe the project is nonessential and you’re unable to
properly staff the site visit, but
the client is demanding you do
so anyway, let your client know
your position both verbally and
in writing. Increasing
communication under these
conditions is a key factor in
managing client expectations
and achieving a positive
outcome. To the extent that you
have any contractual
protections, like a force
majeure clause or a changed
conditions clause, reference
those sections when writing
your client, as well as any
applicable governmental orders
that detail which construction is
considered essential. You don’t
need to necessarily terminate
your agreement; you just need
an extension of time and need
your client to understand your
concern for the health and
safety of your employees and
those working on the jobsite.
Documenting unsafe conditions
If an employee observes workers
failing to follow proper safety
protocols, either by violating the
project safety plan or
governmental health advice, the
employee should first take
prompt action to protect
themselves by leaving
the immediate area. The
employee should objectively
note in writing what was
observed and refrain from
offering any remedy, such as
telling the contractor how its
employees should practice social
distancing or wear face masks.
The contractor should be made

2

aware of the issue, and the
unsafe practice should be
documented in writing to the
client along with reference to
the design firm’s contract that
disclaims jobsite safety and
construction means and
methods.

11

If the failure of a party to
properly use PPE or to follow
established safety protocols
creates an unsafe condition that
prevents the design professional
from returning to the project to
conduct site visits, then this, too,
should be discussed first with
the client and then put in
writing. If the unsafe condition
will impact the critical path or
your scheduled services, inform
the client and, if necessary, seek
a written contract amendment
allowing more time to complete
your services. Let your client
know whether there will be
additional project costs or delays
if you’re unable to observe an
element of work that is
subsequently covered by
additional construction. If your
contract offers any protections,
like a changed condition or a
delays clause, cite those as well.
Your firm may find an
opportunity to provide
construction observation
services virtually, by using
video conferencing
applications like Microsoft
Teams or Zoom, or even more
cutting-edge tools like
OpenSpace AI.
Virtual site visits
Your firm may find an
opportunity to provide
construction observation
services virtually, by using video
conferencing applications like
Microsoft Teams or Zoom, or
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even more cutting-edge tools
like OpenSpace AI. Under this
approach, a contractor or other
authorized individual would
video conference with the
design professional, who would
tell the contractor where to walk
and what to observe. If
conducted properly, this could
be an excellent way to
accommodate a client while
protecting your firm against any
kind of jobsite health risk.
Before you go the video
conference route, ask yourself
whether having a contractor on
the other end walking the site
will enable you to properly focus
on the items you need to
observe. You wouldn’t have the
same control as being there in
person. Your analysis should also
consider time constraints—will
the work you need to observe be
concealed if you delay your visit
or do you need to confirm that a
portion of the work was
completed in order to approve a
payment application?



If your firm feels comfortable
performing virtual site visits, we
recommend taking the following
actions:

Discuss with your client
the justification for virtual
site visits, as well as any
concerns you might have
conducting such visits.

Consider how a virtual
site visit might prevent
you from observing
aspects of construction
that would have been
apparent if you were
physically present. What’s
acceptable in terms of
providing professional
services may change in
response to a public
health crisis.











Obtain verbal consent
from the client and
document it in writing.
Update any project
management plan you
might be using.
Amend your professional
services agreement in
writing to reflect this
change. If there is a
deductive change order,
this could certainly
bolster an argument that
there was adequate legal
consideration for the
change.
Consider a waiver and
indemnity for any errors
or omissions that might
arise out of this
accommodation to your
client, specifically noting
that your observations
were limited to only those
areas that you directed
the site representative to
show you and excluded
any other areas
inadvertently included on
the video.
Obtain consent from the
contractor walking the
site to record the visit on
the video conferencing
application. Some
jurisdictions require the
consent of both parties.
Even though some
applications indicate that
a recording is being made,
make sure you first
discuss your intent to
record before beginning
and then verbalize
consent once the
recording starts.
Confirm that your video
conference connection is
secure and that you have
the latest software
version that addresses
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any prior security
concerns.
Your field reports should
contain a disclaimer
indicating that your visits
were conducted virtually
and that you cannot verify
conditions that you might
otherwise have observed
in person.
Consider altering or
modifying any
certification language on
payment applications to
indicate your limited
observations were done
virtually.

Potential liability exposure
While the U.S. Department of
Labor, Centers for Disease
Control and Prevention (CDC),
the Occupational Safety and
Health Administration (OSHA),
and the Canadian Centre for
Occupational Health and Safety
may promulgate rules,
guidelines and advice for staying
safe during a public health crisis,
these should be considered
starting points for developing
your firm’s internal protocols for
conducting site visits. As a
general rule, if your firm cannot
supply employees with adequate
PPE, then you should not send
them into the field.
Consider the potential liability
exposure for your firm if one of
your employees is ill and infects
others on a jobsite. While this
type of third-party bodily injury
claim might ultimately fail due to
a lack of provable causation, it
still presents an exposure for
design firms if a contractor’s
employee files a lawsuit to
recover more than just workers
compensation benefits, based
on the theory that the illness
was caused by the negligence of
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others. Such a claim might allege
that your firm should have
known it was sending a sick
employee to a jobsite and failed
to take appropriate precautions,
and that this employee was
likely to infect others at the site.
You should also consider your
own workers compensation
exposure if you send your
employees to jobsites where
they contract an illness. We
recommend you discuss these
issues with your broker,
especially as some jurisdictions
have introduced legislation to
eliminate or diminish the

employer’s ability to claim that
the employee contracted an
illness outside of work.
As we begin to understand the
impact of public health crises,
design firms will be forced to
reconsider how they provide
their professional services,
including site visits. With
adequate foresight and
planning, along with a continued
effort to promote clear and
effective communication and
documentation, design firms
should be able to adapt to the
changing times.

Can We Be of Assistance?
We may be able to help you by
providing referrals to consultants,
and by providing guidance
relative to insurance issues, and
even to certain preventives, from
construction observation through
the development and application
of sound human resources
management policies and
procedures. Please call on us for
assistance. We’re a member of
the Professional Liability Agents
Network (PLAN). We’re here to
help.
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Contact:
James Lyons, Vice President
jlyons@cressinsurance.com
Eloise Hughes, ACSR
Account Manager
ehughes@cressinsurance.com
6101 Moon Street NE, Suite 1000
Albuquerque, NM 87111
Office:
505-822-8114
Fax:
505-822-0341
Toll Free:
800-422-8925

412 N. Dal Paso
Hobbs, NM 88240
Tel: (575) 393-3117
Fax: (575) 393-3450
www.jwsc.biz
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Dear NMPS Members,
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I am retiring from 36.5 years of federal service on October 31, 2020 (Halloween and the day of the
blue moon!). I have thoroughly enjoyed my federal career, particularly my 31 years with NOAA/
National Geodetic Survey (NGS), in recent years as the Southwest Region Geodetic Advisor.
Of course, I am also looking forward to life's next chapter, with more time to pursue various
interests and activities.
One of the duties that I have particularly enjoyed over the years has been engaging with NMPS
members and participating in the annual conferences and several chapter meetings. I am thankful
for getting to know so many wonderful people in your midst. I will greatly miss those personal
relationships, and I thank you for welcoming my involvement in conferences and for the one-onone interaction I’ve had with many of you.
Do keep in mind that the National Spatial Reference System is being modernized, and in a few
years (2024-25, anticipated) the North American Datum of 1983 and the North American Vertical
Datum of 1988 will both be replaced. The coordinates and elevation of just about everything in the
nation will change (up to a few feet). You can track the status toward this goal, here:
https://geodesy.noaa.gov/datums/newdatums/index.shtml.
In preparation for the modernized system, I encourage you to participate in the NGS GPS on
Bench Marks for 2022 Transformation Tool campaign between now and December 2021. The
tool that will relate the legacy and modernized systems will rely heavily on your contributions,
and your profession will benefit from the GPS data you collect and contribute. Learn more here:
https://geodesy.noaa.gov/GPSonBM/index.shtml.
You can find contact information for my counterparts in other regions here: https://geodesy.noaa.
gov/ADVISORS/index.shtml, should you need
some geodetic assistance from NGS before my
successor comes along, presumably sometime in
2021.
I wish you all good luck and good health during
the coming months and years. It has been a great
pleasure to get to know so many of you over the
years.
Sincerely,
Bill Stone
NOAA/National Geodetic Survey
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P&C Risk Review
Cybercrime in the COVID-19
World
This material is provided for
informational purposes only.
Before taking any action that
could have legal or other
important consequences, confer
with a qualified professional who
can provide guidance that
considers your unique
circumstances, including
applicable employment laws.
It is often in the darkest hours
that we discover the best in
people. The ongoing Coronavirus
(COVID-19) pandemic is a prime
example. The courage,
compassion and persistence
shown by medical staff,
caregivers, first responders and
others who put themselves in the
line of fire is nothing short of
heroic. Individuals willing to
sacrifice their and their loved
ones' personal safety to help
others are true angels in our
midst.
Unfortunately, such dark times
also bring out the worst in a small
minority of individuals seeking to
prey (not pray) on others. They
take advantage of the fears,
uncertainties, and compromised
states of mind to try to gain
monetary wealth through

trickery, threats, deceptions,
falsehoods and outright crimes.
Among these "bad actors" are
cybercriminals who lurk in the
dark recesses of the Internet and
take advantage of companies
large and small who are trying to
navigate the treacherous and
unfamiliar Coronavirus/COVID-19
world.
Vulnerability Grows
The human and financial turmoil
caused by the Coronavirus
pandemic is unprecedented.
Businesses grapple to find a new
normal to cling to, as the global
community seeks signs of a
slowing of the deadly virus and a
return to some degree of
stability.
Companies, including design
firms, have had the economic rug
pulled out from under their feet.
They desperately try to find their
footing. Governments worldwide,
at all levels, are understandably
putting human health and safety
first by issuing shelter-in-place
and social-distancing orders that
can effectively shut down all
companies but those deemed to
be providing "essential" services.
That has led to countless design
and construction projects being
ground to a halt. Tragically, this
idleness has resulted in mass
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layoffs, furloughs and
unemployment numbers not
seen since the great depression.
Due to this economic and
employment turmoil, companies
are increasingly vulnerable to
cybercrimes. When income dries
up due to work stoppages,
businesses are pressured to
reduce expenses. Support staff,
including IT professionals, are
often the primary target for cost
cutting. Those IT professionals
who remain on staff are often
overworked or thrown into new
roles in a sink-or-swim manner
with very little guidance or
formal training.
Compound this problem with an
unprecedented increase in workat-home employees. Shelter-inplace and social-distancing
dictates may force employees to
work from home on a full-time
basis. As a result, servers and
other hardware, software and
additional critical components of
the company's computer
network (once fairly secure
behind tightly maintained
company firewalls) are all of a
sudden being pieced together
with company and employee
equipment by a short-handed
and inadequately trained IT staff.
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In such an environment,
company practices and
procedures regarding Internet
use and security protocols
become shortchanged and
incompletely thought through.
Vital knowledge and information
regarding the security of internal
and external networks have been
lost with the layoffs and
furloughs. And third-party
consultants you try to hire to
bolster your network security
efforts may not be available for
weeks if not months.
Meanwhile, your clients, vendors
and other third parties are
experiencing similar problems.
This can leave vulnerable
backdoors into your network for
cybercriminals masquerading as
your long-trusted business
partners to enter and cause
havoc.
Cybercrime had been on the rise
well before the COVID-19
pandemic began. Phishing
excursions, malware-ridden
emails and ransomware attacks
have all been on the increase
despite heightened security
efforts. Far too many firms have
fallen for elaborate schemes
where criminals impersonate
vendors, customers, or members
of company management in an
attempt to convince someone to
wire company funds to a new
external account.
With the COVID-19 crisis,
cybercriminals are now adding
new weapons to their arsenals.
For instance, malicious Websites
and emails offering advice on
how to survive the pandemic are
being used to snare and infect
networks of those companies
visiting the rouge sites. Similarly,
phishing emails made to look like

they come from the World Health
Organization and other
government and charitable
bodies ask for donations and try
to get access to your electronic
funds.
What to Do
The COVID-19 world presents
significant challenges for all
businesses. large and small. Here
are some general guidelines to
keep in mind when planning your
cyber security.
Keep cyber security in the
forefront. The current economic
turmoil is putting a lot of
pressure on businesses to reduce
expenses. When making those
difficult cost-cutting decisions,
consider cyber security a primary
business objective. Key IT staff
(or, alternately, specialist outside
consultants) are essential to
maintaining a secure operation,
particularly if you are dealing
with an increase in work-at-home
employees. Think long and hard
before significantly reducing your
IT staff.
Secure at-home offices. Moving
staff into remote home offices
can create numerous inroads for
cybercriminals to invade your
network. This is especially true
when a decentralization of
company staff is not part of a
long-term strategic plan but is
forced upon businesses via an
emergency situation calling for
shelter-in-place and socialdistancing dictates. Each
employee's home office will
require a security review
designed to identify and
eliminate cyber exposures.
You will need to inventory all
employee home office hardware
and software as well as mobile
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devices in use. Preferably, you
will want employees to use only
company-owned equipment. If
you do allow employees to use
their own equipment and
software, you will need to make
sure they are up to date and
protected with state-of-the-art
antivirus software and the
appropriate level of encryption.
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You'll also need to examine how
each home office is connected to
the company network (including
a review of the Internet service
provider), which parts of the
company network (servers,
clouds and other databases)
remote employees can access,
and what access can be blocked
or restricted through firewalls
and other defenses. You will also
want to be able to track all traffic
and receive alerts when there is
suspicious activity that may signal
a cyber breach.
Importantly, you must
simultaneously ensure
employees are not overly
restricted from successfully
conducting their work by an
excess of security measures.
Otherwise, they will look for
workarounds that will defeat
your network protection. Finding
the "right" level of security is the
challenge.
Secure unused or underused
office space and equipment. In
the rush to comply with shelterin-place directives, many main
offices have become scattered
with office equipment no longer
in use. It is crucial to secure these
servers, desktops, and other
hardware and, when possible,
disconnect them from the
company network. Strive to
eliminate any risk that an
intruder may enter your premises
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and gain physical access to your
network.
Beef up employee protocols.
Employees must conduct
themselves properly while using
the company's equipment,
software, and networks. You
would be surprised how lax
employees can be when it comes
to creating strong passwords and
changing them on a regular basis.
Strong, frequently changed
passwords combined with multifactor authentication are widely
considered your best first line of
defense against hackers.
You will also need strict rules
regarding what types of Internet
activities, business or personal,
employees are allowed to
conduct in their home offices.
Limits should be put on the use
of public Wi-Fi in coffee shops,
hotels, and other public places as
well. In addition, you will need
secure back-up procedures to
help prevent data from being
maliciously stolen or kidnapped
via ransomware.
Institute security training. To
avoid security breaches,
employees will need clear
direction and consistent guidance
in the form of best practice
procedure manuals and training.
Company guidelines must spell
out employees' role in
maintaining cyber security,
identify functions and activities
they can and cannot perform on
the company network, and teach
them to identify potential attacks
to the system through phishing
campaigns, malware, viruses,
ransomeware and the evergrowing list of cybercrimes.
All security training must be
actively backed and attended by

top management in order to
demonstrate the high priority
given to this effort. Third parties
such as key vendors and clients
may also need training on how to
correctly navigate and use parts
of your company network while
applying appropriate security
procedures.
The Added Protection of Cyber
Insurance
Cyber insurance has become
more prevalent over the past
decade. The backbone of any
good cyber insurance policy is a
robust list of perils covered.
While cyber insurance policies
are becoming rather standard
between carriers, they can have
important differences. When
reviewing policies, look for these
coverages:
Network and Data Security
Coverage. Cyber insurance can
cover damages to third parties
due to issues such as
compromised data, privacy leaks,
transmission of computer
viruses, "denial of service"
interruptions, and failure to
notify third parties of a security
breach (where required by law).
Loss of Income, Business
Interruption and Extra Expense
Coverage. Cyber insurance can
cover your lost income and
incurred expenses due to a
disruption or shutdown of your
computer operations caused by a
hacker attack, viruses, and other
covered perils.
Electronic Media Liability
Coverage. Cyber insurance can
cover damages from personal
injury, copyright violation, and
similar perils due to information
published on a company Website
or via email or social media.
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Security Breach Remediation
and Notification Expense
Coverage. Coverages can include
the costs of forensic
investigations and legal fees
incurred determining the extent
of a breach, notifying damaged
parties, establishing a call center
for third party inquiries, and
monitoring credit.
Computer Program and
Electronic Data Restoration
Expense Coverage. Cyber
insurance can cover expenses
incurred to restore or recreate
your data as well as lost or
damaged equipment due to
perils such as computer viruses,
rogue employee theft, or hacker
attacks.
Funds Transfer Fraud Coverage.
Most cyber policies cover your
direct loss of funds, securities or
other property due to an intruder
gaining unauthorized access to
your computer system and
withdrawing funds.
Cyber Extortion Coverage. Cyber
insurance covers costs incurred
due to a credible ransomware
attack or similar threat from a
third party to destroy your data
or computer system, disclose
third-party information, etc.
While coverage of cyber perils is
the backbone of cyber insurance,
it is in the area of added security
services where carriers can
differentiate themselves from the
competition. Consider:
1. Some insurers are now
offering suites of robust
risk management
resources and services
that strengthen your
cyber security measures,
both pre- and postbreach. These often take
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the form of Web-based
risk management portals.
2. Insurers also sponsor indepth Webinars on topics
such as developing
effective password
protocols and teaching
employees to recognize
and combat phishing
emails and other cyber
attacks.
3. Insurers can also assist
with assessments of your
current vulnerability,
including staging
sophisticated hack
attacks to test your
defensive measures.
4. Should you suffer losses,
you can receive
assistance from your
insurance company in
tracking the infiltration,
identifying the
perpetrator, and
notifying those whose

Contact:
James Lyons, Vice President
jlyons@cressinsurance.com
Eloise Hughes, ACSR
Account Manager
ehughes@cressinsurance.com
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President
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Agents Network (PLAN). We’re
here to help.

Eloise Hughes, ACSR
Account Manager
ehughes@cressinsurance.com
6101 Moon Street NE, Suite 1000
Albuquerque, NM 87111
Office:
505-822-8114
Fax:
505-822-0341
Toll Free:
800-422-8925

6101 Moon Street NE, Suite 1000
Albuquerque, NM 87111
IOffice:
was in Las Vegas,
NM visiting with a Title Company. Communicating
505-822-8114
Fax:
505-822-0341
received
sad news
about a couple of Surveyors who have passed on.
Toll Free:
800-422-8925

with one of the closing agents I

P. David Archuleta, died last year, and Joe Sisneros passed on about a month ago. Both were from from
Santa Rosa.
Salvador I. Vigil,
LSC SURVEYS, LLC
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There is a cross at the top of "Cross Mountain" near Pinos Altos in the Gila National Forest. From
Pinos Altos you can see it and at night there were lights shining on it. The road to the cross is a
serious 4WD drive adventure. Once you get near the top there is a 1/4 mile hike to the top of the
mountain and the steel pipe cross. There have been a number of crosses located here through the
last 150 years. The local tale goes that it was placed there as a witness to a treaty between the
miners and the Apaches. As long as the cross was there, the Apaches would not attack the village
and the miners would not attack the Apaches. I don't know if it is true but it is a good story. At the
base of the cross is a survey marker in concrete stamped "Vic Topmiller PLS 5418". There are also
some small solar spot lights that light up the cross at night. It is a popular hike for the locals and
they maintain the trail.
Andy Eby PLS, RPLS
Paso Del Norte Surveying Inc.
El Paso, Texas, 79938
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Corporate Member
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GeoShack
Dallas and El Paso, TX and
Albuquerque, NM

Sustaining Members
Tim Aldrich
Aldrich Land Surveying
Albuquerque, NM

Kery Greiner
Tierra Surveys, LLC,
Las Cruces, NM

Alan Benham
Bohannan Huston, Inc.
Albuquerque, NM

Ira Hardin
Hardin Engineering
Las Cruces, NM

Earl F. Burkholder
Global Cogo, Inc.
Las Cruces, NM

Thomas Johnston
Wayjohn Surveying Inc.
Albuquerque, NM

Isaac Camacho
Brock & Bustillos Inc.
Las Cruces, NM

Larry Medrano
Precision Surveys, Inc.
Albuquerque, NM

Marc A. DePauli
DePauli Engineering &
Surveying, LLC
Gallup, NM

Keith Stickford
North Star Land Surveying
La Jara, NM

Russell Elliott
Elliott Surveying
Albuquerque, NM

Thank you for your support!
Sustaining Membership

The Sustaining Membership category is reserved for Professional Surveying Companies represented by a New Mexico
Professional Surveyor and for individual New Mexico Professional Surveyors. Please contact the NMPS office for more
information or to upgrade your existing membership.

New Mexico Professional Surveyors
52 El Dorado Rd
Corrales, NM 87048
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